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(54) System and method for controiing the use of a package of distrtxrted application software 



(57) A system for permitting only an authentic user 
to play a desired application contained in a distributed 
application package in one of predetermined operation, 
e.g., free play mode* charged mode, limit-attached play 
mode. etc. The system comprises a client for playing an 
application under the control of a server connected with 
the client through a comrmmication network. The appli- 
cation package (the volume) includes a tfstrtoution 
descriptor which contains mode codes assigned to the 
volume and the applications of the volume. The data of 
distribution descriptor is decided and stored h the 
descriptor at the time of distribution of the volume. This 
feature makes the system flexfcle. There is also dis- 
closed a system operataWe without comnurnicating with 
a server. 
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Description 

BACKGROUND OF THE IMVF=NTpM 

5 1. Field of the Invention 

The invention generally relates to a security system and, more specifically, to a method aid system for permitting 
an authentic user to use charged information which has been drstnbuted via package or trarismission media while 
charging and controlGng the use of distributed charged information. 

10 

2. Description of the Prior Art 

In order to use charged information such as music, movies, games, etc. provided by information providers that pro- 
vide various programs of such charged trrformation, a user has generally to take two steps. In tte test step (a obtaining 

is step), the user obtains a desired program from one of the information providers by purchasing a package mecfia such 
as an FD (floppy disc), an optica) disc (e.g.. CD-ROM (compact rise read only memory) and DVD (cfigferi versatile disc 
or video disc)) , etc. on which the desired program is recorded (off-fine distribution or obtaining) or by down loading the 
desired program from the server computer of an information provider through a rxedetermined procedure (on-fine dis- 
trtoution or obtaining). In case of the on-line obtaining, the user may eftier play the program while obtaining it (i.e.. the 

20 two steps are executed in parallel) or store the program while obtaining rt in the first step and execute the program later 
as the second step (or using step). In case of the off-line obtaining, in me second step the user loads the obtaned 
recording meda into an appropriate device and directly plays (or executes) the program or once stores the program into 
the memory of the device and then plays the program. 

Japanese Patent unexamined publication No. H&7-295674 (1995) discloses a security system for use in the sec- 

25 ond or using step for a CD-ROM. In this system, the user can use encrypted information which is recorded together with 
a public key of a toil center (a center public key) on a CD-ROM by encrypting with the center pubfic key and senof ng a 
code of desired program induded in the information and a user-generated key to the information provider and by 
decrypting the information with an encryption key which has been encrypted with the user-generated key and sent by 
the information provider. However, the identity of the user is not verified, perrritting a mala fide user who have obtained 

so other person's CD-ROM to use it Further, the center public key is pressed together with the encrypted information on 
the CD-ROM. This makes it difficult to change the center public key. Also, this causes Afferent providers who prcbabfy 
want to use different center public keys to force the CD-ROM manufacturer to use different masters (or stampers) in 
pressing the CD-ROMs. 

Japanese Patent unexamined publication No Hei7-288519 (1995) discloses a security system for use in both the 
as first and second steps. However, this system is only applicable to a system in which charged information is cfistributed 
on line. 

Japanese Patent unexamined publication No. Hei8-54951 (1996) discloses a system in which the quantity of used 
software is monitored, and further software us« by trie user is irrped 

Since a dedicated hardware is necessary for impealng of software use. this system is only suitable for the use in a 
40 server in a on-line distribution system. 

There is also a system for permitting a user to use. only for a trial period, software which has been distributed with 
data defining the trial period. In this system, a mala fide user may make the software reusable by installing the software 
again or setting the user system clock for a past time. 

There are these and other prop/ams in the art. It is an object of the invention to provide a system for permrtting only 
4S an authentic user (a user who have legally obtained charged information either on line or off line from an information 
provider) to use the charged Information without any Omitation, charging for each time of its use, or within the tolerance 
of a use-limiting factor (e.g., the quantity used, the days elapsed since the day of its purchase or the current date) 
according to the type of the charged information. 

SO SUMMARY OF THE INVENTION 

Accorcfing to the principles of the invention, it is assumed that charged information or an application package is Dis- 
tributed, either via package {or recording) media or via transmission media, together with at least control information 
such as a media title and a media code. etc. However, an illustrative embodiment wiB be described mainly in conjunction 
55 with charged information recorded on and distrtouted by means of the DVD. 

For any type of charged information, charged information has been encrypted with a key and recorded on a DVD 
when obtained by a user. If distributed charged information to be played is of the Irmitiessly playable type, the charged 
information processing is achieved in the following way: the key is first obtained in a user public key-encrypted form from 
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the DVD on which the key has been recorded at the time of selling the DVD; the user pubic key-encrypted key is 
decrypted with a user secret key stored in a 10 card into a decrypted key; and the encrypted charged information is 
decrypted with the decrypted key and consumed (that is. pteyed or executed). The user-pubSc key-encrypted key may 
be obtained on line from the server serving the client (device). 

5 ft distrtouted charged information to be played rs of the usage-sensitive charging type, the user is changed for each 
time of using the information, tn this case, prior to processing the charged information, the diemdoutte-encrypts and 
sends a user's credit card number to one of the to 11 servers of the provider of the information; the server adds an 
amount (eg., play time or duration) used associated with the rnfcrmation to the value m a total amount (software meter) 
fiefo in a volume data table, and sends the updated total amount value to the dient; and the cGent displays the updated 

w total amount. Then the client starts the charged information processing. 

ff distributed charged information to be played is of the limitettached type, that is. the use of the information is to 
be limited by the toJerawe of a certain limiting factor concerning the Information consumption, then the dient is permit- 
ted to consume the charged information only if the use-fimHing factor rs within the preset limit in case of this type of 
charged information, prior to processing the charged information, the dient sends the identifier (ID) code of a user spec* 

15 rfied appficatfon which is recorded on the DVD to the server; on receiving the ID code the sever tests if the use-limiting 
factor associated with the user specif ted application is within the preset limit rf riot then the s«ver*^ 
the test result, and the dient displays the test result; if the test was successful, then the server updates the meter (or 
integrated value) of the use-limiting factor and sends the updated value to the dient and in response to the reception 
of the updated value the dient displays the updated value. Then the dient starts the charged information processing. 

20 

PRIEF PESCRIPTrON OF THE PRAWNS 

Further objects and advantages of the present Invention wiH be apparent from the following description of tie pre- 
ferred embodiments of the invention as illustrated in the aocornpanying drawings. In the drawing, 

26 

FIG. 1 fe a block diagram showing an arrartgement of a system for permitting a user to use a dstrfouted application 

package on the terms of use of the package with a Ngher security aooofcfing to a first illus 

invention; 

FIG. 2 is a diagram showing an exemplary structure of an appficatfon (or a charged information) package recorded 
30 on a DVD used in the inventive system; 

FIGs. 3 and 4 are dap/ams showing, in a detailed form, exemplary data structures of the volume descriptor 22 and 
the distnbution descriptor 23, respectively; 

FIG. 5 is a flow chart of a volume control program for playing the applications) recorded on the DVD according to 
the principle of the invention; 

36 FIG. 6A is a oSagram showing an exemplary structure of a volume data table stored in a server shown in FH3L 1; 
FIG. 6B is a oSagram showing an exemplary structure of a appScation data table stored in a server 8; 
FK3. 7 is a dagram showing a structure of a server table 75 stored in the EEPROM 103 of tie dient 2; 
FIGs. 6A and 8B are flow charts of initial routines executed interactively by the cfient 2 and the server 8, respec- 
tively, at the beginning of the processes 650, 700 and 800. 

40 FIG. 9 rs a flow chart showing a procedure of a free play process shown as step 650 in FIG. 5. wherein connecting 
adjacent blocks by two flow lines incficates that each block is executed interactively by a dient and an associated 
server; 

FIGs. 10A and 10B are flow charts jointly showing a procedure formed of exemplary expeded play time informing 
routines interactively executed; 
4S FIGs. 1 1 A and 1 1 B are flow charts jointly showing a procedure formed of exemplary timed piay and metered usage 
report routines interactively executed for playing an app&cation while timing the duration and displaying a timed play 
duration after the play; 

FIGs. 12A and 12B are flow charts jointly showing a procedure formed of exemplary timed appfication-play subrou- 
tines interactively executed for playing the application while timing the duration; 
60 FIGs. 13A and 13B are flow charts jointly showing a procedure formed of alternative timed application-play subrou- 
tines interactively executed in which timing of play time is achieved with a timer tn the dient 
FIG. 14 is a flow chart of an exemplary application play subroutine called in steps 612 and 622 of FIGs. 12Aend 
13 A, respectively, and executed by the controller 100; 

FIG. 15 is a flow chart showing a procedure of a charged play process 700 shown as step 700 in FIG. 5, 
55 FIGs. 16Aand 168 are flow charts jointly showing a procedure formed of exemplary expected charge informing 
routines interactively executed; 

FIGs. 1 7A and 17B are flowcharts jointly showing a procedure formed of routines irrteractively executed in block 
650 of FIG, 15; 
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FIGs. 1 8A and 1 8B are f kw charts jointly shewing a procedure formed of exemplary timed play and metered charge 
report routines interactively executed for playing an application white timing the duration and displaying a charge 
and a total mount of charges after the play; 

FIG. 1 9 is a flow chart showing a procedure interactively executed by the dient 2 and the server 8 in toe operation 
5 block 800 of FIG. 5, wherein blocks connected with two flow fines indicates that operation of the blocks is done by 
the two elements 2 and 8; 

FIGs. 20A and 20B are a key-encrypting key table and a users public key table, respectively, stored in the server; 
and 

FIG. 20C is a flow chart of a process for obtaining the application encrypting key from the server 8; 
io FIG. 21 is a block diagram of an exemplary deopherer-txiiH-in IC card IF according to the invention; 

FIG. 22 is a diagram showing a K, decoder used in place of the decoder 126 of FIG. 21 in a system 1 using the 
cryptosystem of FIG. 20C; 

FIG. 23 is a diagram for explaining the meanings of the terms-of-use (TOU) codes and the corresponding limit val- 
ues; 

is FIG. 24 is a Hock diagram showing an arrangement of a system for playing a distrixited appfication package on 
the terms of use of the package without cormnunicating with any server according to a second iHustratrve embodi- 
ment of the invention; 

FIG. 25 is a flow chart schematically showing an exemplary control program executed by the controller 1 00a shown 
in FIG. 24; 

20 FIGs. 26 and 27 are flew charts showing an operation of a free play mode shown in step 650a of FIG. 25 in a 
detailed form and a further delated form, respectively; and 

FIG. 28isafkw<^sbc^ng8JiopeTHtto 25. 
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

25 

For the sake of better understanding of the following description, it w3i be useful to define some terms to be used. 
Charged information provided by an information provider may be distributed off-line fm off-line cfistrfoution) or on- 
line (in on-line dstrftxjtion). In ofHtoe distribution, the charged information is recorded on package media or recording 
media, and distributed through the sales network of the provider, that is, sold at stores in the sales network. The pack- 

30 age media include all sorts of portable recording media such as various types of magnetic discs, a variety of optical 
memory discs (e.g., CD. CD-ROM, DVD), and magnetic tapes and cartridges, to on-line distribution, the charged tofor- 
mation is transmitted via transmission mecfia from the servers at the service points of the provider and the cfistributors 
aligned with the provider to the client device (e.g., PC (personal computer)) of the user who requested the charged 
information, and stored in a recording media of the dient (device). The transmission media include any telecommuni- 

35 cation channels which permit data communication between the servers and the dent device. The package media and 
the transmission media are hereinafter referred to en bloc as "distribution mecfia". 

The charged information may be any type of software such as music, movies, games, etc. which are each referred 
to as an "application* without discrirntoatioa The distribution unit of charged information is referred to as a "charged 
information pactage" or an "application package*. There may be included one or more appEcations to an appfication 

40 package. 

The present invention relates to a system for permitting a user to use a d^ 
of use of the package with a higher security. 

Embodiment I 

45 

For the purpose of simplicity, a first ifiustrative embocSment wil be descried in which package mecfia, among other 
things. DVDs are used as distribution media. 

FIG. 1 is a block diagram showing an arrangement of a system for permitting a user to use the application^) 
recorded on a DVD on the terms of use of the DVD with a higher security according to the first illustrative ernbocfiment 
so of the invention. In FIG. 1, the system 1 comprises a client or DVD player 2 which plays a DVD 3, a telecorrminication 
network 4, and a server 8 at a toll center of the provider 6 which provides the application package of the DVD 3. 

FIG. 2 is a diagram showing an exemplary structure of an application (or a charged information) package 20 
recorded on the DVD 3 used in the inventive system 1 . In FIG 2, the appfication package 20 comprises at least one 
application 21 , a volume (or package) desaiptor 22 corrprisirfl d^ 
55 trtoution descriptor 23 comprising data which is determined mainly at the time of, e.g.. distribution or sales after the 
pressing of the DVD 3. (The volume descriptor 22 and the distribution descriptor 23 constitutes the volume control data 
of the volume 20.) in this embodrnent it is assumed that a volume (or package) control program which controls the use 
of the application package 20 in cooperation with the server 8 is included in and distiixrted with the application package 
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20. Thus, the application package 20 further comprises the package control program 24 suited for the terms of use of 
the package 20. The application® 21 , the volume descriptor 22 and the package (or volume) control program 24 are 
reoorded in the data area of the DVD 3 at the time of maraifecturing the DVD 3, white the distrfcution descriptor 23 is 
recorded in the burst cutting area at the time of. e.g.. sales of the DVD 3. 

s FIGs. 3 and 4 are diagrams showing, in a detailed form, exemplary data structures of the volume descriptor 22 and 
the distribution descriptor 23. respectively, tn FIG. 3, the volume descriptor 22 at least contains a volume identifier 
(VIDy) 25 which the title of the application package 20 is probably used for and which is the same as the application 
identifier if the package or volume 20 contains only one appication; a provider identifier 26; volume creation date and 
time 27 which may be used for the base point by which volume expiration data and time as descrfeed later is deter- 

10 mined; and volume effective date and time 28 indicative of date and time until which the volume 20 is available. H the 
volume 20 contains more than one applications, the volume descriptor 22 further contains appfcation identifiers 
(A(D ft *)29. 

In FIG. 4, the distribution descriptor 23 comprises the fields of: a volume issue number (NOyJ 30 which contains a 
serial number given to each of the distributed application packages of an identical volume identifier (volume ID or title) 

is VID V in the order of distribution; a server public key (PKJ 31 the data of which is given by the server 6 at a toll center 
of the provider 6; a PK„ (user-puHic-key)-encrypted appHcation-encrypting key (Ky) 32; and sales date and time 33. The 
key PK» 31 field contains a key which has been used in encrypting each appfication 21 in the package 20 and which 
has been encrypted with a user public key (PKJ of the user who has legalry obtained the package 20. Appropriate data 
are recorded in an of the fields 30 through 34 at the time of distribution of the package 20. i a. at the time of sates of 

20 the DVD 3 in this embodiment. 

The distribution descriptor 23 further comprises the field 34 of terms-of-use code (mode code) plus Hmtt value for 
the volume (the volume limit value field) and, for each of the application IDs 29, the fields 35 of terms-of-use code plus 
limit value for the application ID 29 (application Nmrt value field). If terms of use are set only to the volume 20. there is 
no need of the field 35. If terms of use are set to each application, the field is empty. 

26 FIG. 23 is a diagram for explaining the meanings of the terms-of-use (TOU) codes and the corresponding limit val- 
ues. In FIG. 23, the terms-of-use code may be. e.g., one byte in length. The higher digit (X) of the TOU code incficates 
the target to which the terms of use is applied as shown in table 36. That is. higher cftgits of 0. 1, 2.... incfcate that the 
TOU codes beginning with those digits are for the entire volume, application 1 . application 2 and so on. The lower dipt 
(Y) of the above mentioned terms-of-use code indicates the terms erf use of the package 20 or the appfication 21 to 

so whk* the code is set art is directly fo^edb^^ 

the terms-of-use code (or TOU code)of OOH means, for example, that the volume 20 is usable freefy after cfistnbution. 
The value "31 H' means, for example, that the application 3 to which the TOU code is set can be used by paying per unit 
of play duration. The lower digit of 2H or more means that the volume 20 or the application to which the TOU code is 
set can be used freely untfl the corresponding limit value are reached, which tfsables further use As seen from the 

35 table, the use-limiting factors determined by the TOU codes whose lower digits are 2H to 5H are the current date and 
time, the expiration date and time, the amount of used period, and the access count respectively. 

Since the data of the distribution descriptor 23 can be set as described above, this provides both the providers and 
the users with more flexibility than conventional system can pwida 

Again in FIG. 1. the DVD player 2 comprises a controfier 100 for controlling the entire DVD player 2; data bus 102 

40 connected with the not-shown CPU (central processing unit), not-shown ROM (read-only memory), RAM (random 
access memory) 101. and EEPROM (electrically erasable programmable ROM) 103 included en the controller 100; 
human interfaces (IFs) 1 1 0 including input dances such as a keyboard, a voice recognition device, a mouse, a remote 
controfler, etc. ; an IC card interface (IF) 120 for connecting the bus 102 with the ROM (not shown) in a IC card 5; a DVD 
driver 130 for reading out the data recorded on the DVD 3 and for demodulating and error-coaeebng the read data* a 

45 video and audio output IF 140 for receiving a MPEG 2 bit stream and ou$utting a video and aucSo output signals; a 
display device 146; a loudspeaker 1 48, and a communication IF 1 50 for corrminicating through the pubHc telecommu- 
nication network 4 . The I C card 5 stores a user's password P W u and a user's secret key SKy which corresponds to the 
user's pubHc key PKy mentioned in conjunction with the PKu-encrypted AP -encrypting key (Ky) contained tn the field 32 
of the distribution descriptor 23 reoorded in the burst cutting area of the DVD 3. The video and audio output IF 140 

so includes a MPEG 2 video decoder 142 and a MPEG 2 audio decoder 144. 

As for obtaining the DVD 3, there may be some ways. K one is to buy a DVD 3. e.g.. at some book store or through 
mail order, he or she has to have the PK^ -encrypted version of an appTication-encryptng key (Ky) recorded in the burst 
cutting area of the desired DVD 3 by notifying his or her public key PKy which corresponds to his or her secret key SKy 
stored in the IC card 5. If one is a member of a DVD distribution service, he or she can obtain a DVD with a Prv 

55 encrypted AP-encrypthg key recorded without notifying the PKy each time of obtaining because he or she must have 
notified the PKu when he or she applied for the service. 

In operation, the user f irst sets a desired DVD 3 in the DVD driver 130 of the DVD piayer 2. and issues a start com- 
mand to the DVD player 2 through an appropriate human IF 110. fen response to a receipt of the start command, the 
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controller 100 reads the volume control program 24 from the data area of the DVD 3 through the DVD driver 130 whHe 
loading the read program 24 into the RAM 101 of the controller 100. and then executes the volume control program 24. 

FIG. 5 is a flow chart erf the volume control program 24 tor playing the applications) 21 recorded on the DVD 3 
according to the principle of the invention, in FK3L 5, the controller 100 first checks the AID1 field to see if the volume 
20 contains a single application In step 500. If not then the controller 100 displays the application IDs in the field 29 and 
prompts the user to select a desired one of the applications in step 502, and waits tor the selection in step 504. If any 
application is selected in step 504, the controller 100 registers the application ID of the appScation as the application to 
be played in step 50^ arid proceeds to 

the selected application to see if the f ield is empty. If sq the controller 100 proceeds to step 510 to read the volume Iknit 
field 34. 

On the other hand, if the test result is YES hi step 500, then the controller 100 registers the volume ID as the appli- 
cation to be played in step 512, and reads the volume limit value 34 in step 510. 

tf the step 510 is completed or the test result of step 508 is NO, then the controller 100 checks the terms-ofuse 
(TOU) code to see ff the lower digit of the TOU code is 0 in step 514. If so, then the controier 100 plays an application 
free of charged step 650. arKl otherwise in step 516. 

H so. the controller 1 00 plays an application in a usage-sensitive charging in step 700* and otherwise (if the lower cfigit 
of the TOU code is 2 or rrwre) play an application only 

value in step 800. On completing any of the steps or processes 650 through 800. the controller 1 00 ends the program 
24. Thus, the DVD player 2 plays a program specified by the u^ according to trra terms of use determined by the TOU 
code which has been set to erther the application package or the specified application. 

The processes 650, 700 and 800 are executed interactively with an associated server & Trie serv^ 
ous data for executing these processes, and store such data in the form of tables. 

F4G. 6A is a diagram shewing an exemplary structure of a volume data table stored in a server 8. In FIQ.6A.Each 
of the records of the volume data table 60 comprises volume ID (VIDy) and issue No. (NO^ fields. The combination of 
VID V and NO^ serves as the user ID of the user of the application package 20 or the DVD 3. For this reason, the table 
60 has* tor the members or subscribers of DVD distribution service or the Ste, personal data fields which contains, for 
example, a member ID, a name, an adefress, etc. Each record further comprises a volume minute meter field (VM- 
METEfV*) containing a software meter of play duration in minute which is attached to (or associated with) the volume 
20; a volume charge meter (VC-METER^ containing a software charge meter which ts attached to the volume 20; a 
limit value (LV V J containing a limit value associated with the TOU code (e.g.. the effective date and time, the allowable 
expiration date and time, the allowable access, etc.); a limit value meter (LV-METEfVJ; an application ID (AID^ field 
containing the title of the appScation; an application minute meter (AM-METER^+J field contairwig a software meter of 
play duration in minute which is attached to the application of AID v ^ fl ; an application charge meter (AC-METEFV+J 
field tor a software meter of play duration in minute which is attached to the applirationof AID^;alrr*t value (Uv^+J 
containing a limit value associated with the TOU code; and a limit value meter (LV-METErVJ. 

FIG. 6B is a cfiagram showing an exemplary structure of a application data table stored in a server 8. In FIG. 68. 
the application data table 70 comprises the fields of, for example, an application code (ACODEJ, an application title 
(AIDJ. a duration (D). a rate-per-access (RATE/ACCESS), an access count, a minute meter, etc. The duration is a 
period of time what it takes to play tfie application. The rate per access is a charge tor a play of the whole appfication, 
which is used tor informing the user of an expected play duration prior to a play. The rate per unit time is a charge for a 
untt time of play, which is used for the calculation of a charge for an actually timed play duration. The access count and 
minute meter fields contains the number of accesses to the application and a total amount of play time, which are not 
necessary tor the present invention but will be used in statistical catenations for the analysis of. e.g., the tastes. 

FIG. 7 is a diagram shewing a structure of a server table 75 stored m the EEPROM 103 of the client 2. In FIG. 7, 
the fields of the table 75 comprises a server public kBy (PKJ. a server ID (SIDJ. a server network address (SADDJ, 
etc, this table 75 ts used tor associating the sever public key (PKJ contained in the cfistribution descrptor 23 recorded 
in the buret cutting area of the DVD with the ID and the network address. 

Play an Application Free of Charge 

The initial routines of the processes 650, 700 and 800 are the same. 

FlGs. 8A and 8B are fkwr charts of initial routines 80a and 80b which are executed interactively by the client 2 and 
the server 8. respectively, at the beginning of the processes 650. 700 and 800. In FIG. 6. the controller 100 of the client 
or the DVD 2, in step 82, sends a service request with the network address CADD C of the ctient or DVD 2, the TOU code 
plus fimrt value, the volume ID (VID V ). the issue number (NO v J, the application ID (AID^. and other data to the asso- 
ciated server 8 the ID of which is SiD 8 (SID a is obtained from the table 75 Hi FIG. 7 by using the public key recorded on 
the DVD 3), and in step 92 warts for a response from the server (SIDJ 8. K there is a response from the server (SIDJ, 
the client 2 proceeds to the next step through a circle with "A" therein. 
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On the other hand, in FIG. 8B. the server 8 of SID 6 receives the message from the client 2, that is, the service 
request and the accompanying data and stores date in a predetermined location for subsequent use m step 84. Then, 
the server 8 searches the table 60 for a record which contains VlDy and NCVi in the volume ID and issue No. fields 
thereof, respectively in step 86. If the search is unsuccessful, then the server 8 adds the record for VID V and NO^ and 

5 fits relevant fields with AID^ and a limit value, if any, tn the table 60 in step 88, and proceeds to step 90. Afso, if the 
search in step 86 is successful the server 9 proceeds to step 90, where the server 8 selects a routine to execute next 
according to the value of the TOU code and enters the selected routine through a circle with "6" therein. In this case, if 
the TOU code » xOH (x: an arbitrary HEX number, the letter H in the last position indicates that the preceding number 
is in hexadecimal), then a routine for playing an application free of charge is selected. If the TOU code * x1H, then a 

io routine tor playing an application in usage-sensitive charging is selected. If the TOU code £ x2K then a routine is 
selected which plays an application only if the software meter of a use-limiting factor is under a preset value. 

FKx9isaflow chart showing a procedure ol a free play process shown as step 650 in FIG. 5. wherein connecting 
adjacent blocks by two flow lines incicates that each block is executed interactively by a cfient of CAOO c and an asso- 
ciated server SID, as shown in detail later. If the TOU code is 0 in step 514 of FIG. 5. ften the server (CADDJ enters 

is the free play process 650 as shown in FIG. 9, and the client and the server (S1DJ execute the initial routine 80 in block 
660. in block 670. they executes an expected play time informing routine, that is, displays an expected play time before 
playing an specked application. In block 680, they execute an application play and metered play time report routine. 
Since the routine 80 has been detailed hi FIG 8, the expected play time irtforming routine and the apptication play and 
metered play time report routine will be detailed in the following. 

20 FIGs. 10A and 108 are flow charts jointly showing a procedure formed of exemplary expected play time i n for min g 
routines 97a and 97b interactively executed by the client 2 and the associated server 8. respectively. In FK3L 108. the 
server 8 retrieves the duration (DJ of the application of AID V ^ from tfie table 70 in a weU known manner in step 91. In 
the next step 92, the server 8 caJcuiates an expected total amount of play time accort£rtg to the value of the TOU code. 
Specifically, if the TOU code is OxH, then the client adfette 

26 record identified by VlDy and NO^, in the table 60. If the TOU code is axH (a: the application number of the specified 
application in the volume), then the dent adds the duration (DJ and the value of the AM-METER^ field of the record 
kJentfted by VID^ NO^ and AID^ in the table 60. Then the server 8 sends the result to the client whose network 
address is CADO c in step 93. and ends the process. 

On the other hand in FIG. 10A, the client 2 receives the incoming message or the value of tie updated meter in 

30 step 94. In the next step 95, the value is tfsptayed as the total amount of usage. Then the client 2 ends the process. 

In updating a relevant meter, a predetermined value of duration has been used in the just ascribed routines of FIG. 
10 (a preset value metering system). This arrangement is suited mainly for such appfications as H takes a constant time 
to play, and wiB not cause a problem unless the user discontinues the play. From this point of view, it is preferable to 
actually measure the playing time in metering (a timed value metering system). However, it is also noted that the preset 

35 value metering system is useful in informing the user of expected play time prior to an actual playing. 

FIGs. 1 1 A and 1 1 B are flow charts jointly showing a procedure formed of exemplary timed play and metered usage 
report routines 675a and 675b interactively executed by the client and the server, respectively, tor playing an apptication 
while timing the duration and c36pteying a timed play duration after the play. In the routine 675, the client and the server 
call a timed application-play subroutine for playing the application whie timing the duration (play time) in step 200. 

40 Then the server 8 proceeds to step 21 0, where the client updates a relevant meter accord ng to the TOU code in 
the same manner as in step 92 of FIG. 10B. Specifically. H the TOU code is OxR then the playtime 
of the VM-METErVi field of the record identified by VlDy and NO*., in the table 60. If the TOU code is axH (a: the appti- 
cation number of the specified application in the volume), then the play time is added to the value of the AM-METER*. 
^ field of the record identified by VID V NO v ^, and AID,^ tn the table 60. Then the server 8 sends the play time and the 

45 value of the updated meter (i.e.. the total amount of play time) to the client whose network address is CADD C in step 
212, and ends the process. 

On the other hand, the client 2, after step 200. make a test to see if there is a response from the server of SID fl in 
step 214. This step is repeated until the client 2 receives a caH from the server 8, when the client 2 receives the incom- 
ing message or the value of the updated meter in step 216. In the next step 218, the client 2 displays the play time and 

so the total amount of play time, and then ends the routine 675. 

FIGs. 12A and 128 are flow charts jointly showing a procedure formed of exemplary timed aprJcatfon-play subrou- 
tines 205a and 205b executed by the client 2 and the server 8, respectively for playing the appfication whfle timing the 
duration. The server 8 of SI0 6 wafts tor a notice in step 61 1 to see if tie client has started playing the application. On 
the other hand, thedient2of CADD C intorrnsth^serwof astartof p4ay^ call an application 

55 play subroutine in step 612. This, causes the server 8 to start a timer in step 61 3, and waits for a notice of a stop of play 
from the ctient 2 instep 615. On completing the step 612, the client informs the server 8 of the stop of play instep 614. 
In response to this notice, the server 8 stops and reads the timer as the retime in 6tep 61 7. After steps 61 4 and 61 7, 
the client and the server return. 
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Though the above described arrangement has used a timer of the server, rt may be poss&te to use a timer of the 
client. 

FIGs. 1 3A and 1 3B are flow charts jointly showing a procedure formed of alternative timed application-play subrou- 
tines 205ac and 20a>c interactively executed by the client 2 and the server 8, respectively, in which fining of play time 
is achieved with a timer in the client In the alterative subroutine 205a, the client 2 starts a timer tn step 620. calls an 
application p*ay routine in step 622, stops the timer in step 624, sends the piay time to the server 8 in step 626. and 
then returns. On the other hand, the server 8, on entering the subroutine 295b, waits for a call from the client of CADD C 
in step 621. tf there is a call from the client 2. then the server 8 receives the piay time in step 623 and then returns. 

However, the arrangement of FIG. 1 3 has a possibility of permitting a mala fide user to mar^pulate the timer of the 
client 2. From this posit of view, the arrangement shewn in FIG. 12 is preferable to that of FIG. 13. 

FIG. 14 is a flow chart of an exemplary appfication play subroutine cafled in steps 612 and 622 of FK3s. 12Aand 
13A. respectively, and executed by the controller 100. 

Prior to the description of the flow chart, we ottine some notation concern^ 
ingXwithakeyEK according to an encrypting algorithm e yields Y, then rt is expressed as: 

e(EK. X) « Y 

Smflarty. if decrypting Ywith a key DK aco>rdng to a decrypting algorithm d yields Z. then rt is expressed as: 

d(DK, Y)sZ 

Assuming that the algorithms e and d artf the d(DK. Y). X, it follows 

that 

d(DK. e(EK. X))-X 

Returning now to FIG. 14, the controller 100 read the PKy-encrypted appKcation-enoypting (AP-erKrypting) key 
(KJ or e1 (PKu, r^) from the ffled 32 of the distribution descriptor 23 erf the DVD in step 602. Here. 

v- 1,2 V, 

where V is the number of kinds of the application package. This indicates that Afferent arjptotfon^ercrypting keys K1 
through l^ is assigned to respective Wnds of appBcations, that is. volume VID1 through VIDy 

In the next step 604, the user secret key SKu rs read from the IC card 5. In the next step 606. the Pl^-encrypted 
AP-encrypting key e1 (PK^, is decrypted with the user secret key Sr^ to obtain the application encrypting key 
Then in the next step 608, the K^-encrypted application (AP), i.e.. e(r4 AP) which is recorded on the DVD 3 is decrypted 
with the obtained AP^encrypting key to obtain d(K^ eTK^ AP)) - AP , whae passing the obtained application data 
to the video and audio ottyxit IF 140. The obtained appfication data has the form of an MPEG 2 bit stream. The video 
and audio output IF 140 converts the MPEG 2 bit stream of the application data into video and aucio output signals 
through MPEG 2 video and audio decoding. The video and audio output signals are appfed to the display device 146 
and the loudspeaker 148. respectively. 

Play an Application in Usage-sensitive Charging system 

FK3. 1 5 is a flow chart showing a procedure of a charged play process 700 shown as step 700 in FIG. 5, wherein 
connecting adjacent blocks by two flow lines indicates that each block is executed interactively by a c&ent of CADD C and 
an associated server of SID B . In FIG. 15, the client 2 enters the process 700 via step 516 of FIG. 5 and proceeds to 
block 630. where the client 2 and the associated server 8 execute the irrirjai routine 80- In the next block 640. the client 
2 displays an expected charge and a total amount of charges received from the server 6, and let the user decide 
whether to play the desired application. 

FIGs. 16A and 16B are flow charts jointly showing a procedure formed of exemplary expected charge informing 
routines 640a and 640b interactively executed by the client 2 and the associated saver 8. respectively. The routines 
640a and 640b are very similar to the routine 97 except that in the routine 640. the DURATION (DJ or "ptey time" has 
been replaced with RATE PE R ACCESS and "charge"; between steps 92a and 93a, there has been added a step 641 
of the server generating and storing a pseudo random number R m a memory location R'; in step 93a. the server sends 
the pseudo random number R as weH; between steps 94 and 95a there has been added a step 643 of the client storing 
the received pseudo random number R in a memory location FT for subsequent use. The replacement of DURATION 
(DJ with RATE PER ACCESS is achieved by accessing a RATE PER ACCESS field 74 instead of a DURATION field 
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73 in table 70. Further, in the routine 640 there have been added the Wowing steps: m step 644 following the step 96a, 
the client 2 makes a check to see if the user decides to play the appBcation; Knot, the cfient 2 sends a quit message to 
the server of SADD e in step 645, and ends the routine 640; on the other hand, in step 642 following the step 93a, the 
server8of SID S warts for a call from the client 2 of CADD C ; on receiving a call from the cfient the server makes another 
5 check in step 646 to see if what has been received is a quit message; if so, the dent ends the routine 640; and if the 
user decided to ptay the appficatkxi in step 644, which means that what the server has received is not a quit message 
but an encrypted credit card number as seen from the description below, then the client 2 and the server 8 proceed to 
thesiep650of FIGL 15. 

In the next block 650, the server 8 obtains a user's credit card number (CCNOu) through the client 2 keeping the 
io security of the card number as shown in FIGs. 17Aand17B. In step 647, the client 2 encrypts the aerJt card number 
of the user which has been input by the user through a human IF 1 10 with a key. te, the pseudo random number R 
which has been stored in a memory location R" in step 643 of FIG. 16A to obtain e2(R CCNOu). In the next step 648, 
the client 2 further encrypts R + e2(R, CCNOu) with another key or a server public key read from the astrtoutton 
descriptor 23 recorded in the burst cutting area of the DVD to obtain 
is elfPK* R + e2(R. CCNOu)). 

In the next step 649. the client 2 sends the encrypted data to the server 8. Through step 646 of FIG. 1 68, the server 
proceeds to step 650, where the server 8 finds that what was received from the client CADD C is encrypted data. In the 
next step 651 , the server 8 reads a server secret key SKe fron an IC catd 7. in trie next step, tte 
received encrypted data with the server secret key SK^ as follows; 
20 encrypted data) - dlfSK^ el(PK„ R + e2(R, CCNOu)) « R + e2(R, CCNOu). 

In step 653, the server 8 makes a <*>eck to see if tte^ 

number R which has been stored in a memory location R* of the server, if so, the server 8 sends an enable message to 
the cfient of CADD C , and in step 655 decrypts e2(R, CCNOu) with the pseudo random number R to obtain the users 
credit card number CCNOu. On the other hand, in resportse to a receptw of the enable message in step 657, the client 

2S 2 exits from the process. After step 655. the server also exits from the process. If the result is NO fen step 653, then the 
server 8 sends a disable message to the client in step 656. and ends the process. In response to a reception of the dis- 
able message in step 657, then the dierrt cSsplays a message to this effect in step 658, and then ends the process. 

After operation of block 650, the client 2 waits, in step 663, tor a report from the server on whether the credit card 
for the transmitted card number (CCNOu) is valid or not while the server 8 refers to the credit company associated wrth 

30 the card number in step 661 to see if the credit card is valid, rf not the server 8 informs the cttent 2 of the invalidity of 
the credit card instep 662. and ends the process. If the card is vafid in step 661. the server 6 inforins the cfient cl the 
vafefty in step 667. \i the dierrt 2 receives a report from the server in step 663, the client makes another check in step 
664 to see K the report indicates the valktty of ttie card. If rc*me tfiertcSspteyamessageto 
step 665, and ends the process. If the report crKfirates trie valic% « 

ss then the client 2 and the server 8 proceed to the next block 670. 

In step 670, the c^em 2 arKl the server 8 execute tirr^ play and metered charge report routine. FIGs. 18A and 18B 
are flow charts jointly showing a procedure formed of routines 675ac and 675bc interactively executed for playing an 
appBcation whle timing the duration and displaying a charge and a total amount of charges after the play. In FIG. 1 6. 
the routines 675ac and 675bc are identical to the routine 675a and 675b in FIGs. 11Aand 118 except that time" has 

40 been replaced with 'charge*, and accordingly VM-METER and AM-METER have been replaced with VC-METER and 
AC-METER. 

The operation, in the client 2. of playing an application on usage-sensitive charging is completed by block 675 o* 
FIG. 15 or step 218a of FIG. 18A. After step 212a, the server 8 charges the play to the credit card number CCNOu 
obtained in step 655 of FIG. 1 7B in step 680. This cornpietes the w^ 
45 15. 

In this process, only information on charge is given to the user, ft is very easy to provide Nbrmation on botfi time 
and charge by adding steps 91 through 93 and 95 to the routines 640b and 640a. and by adding steps 2l0and218to 
the routines 675bc and 675ac 

As described above, expected time and/or charge are (is) displayed before playing a user specified appication. 
so This is netful for the user to decide whether to play the application. Additionally, charging is done based on me actually 
timed play duration. This makes the charging reasonable. 

In the above description, the arrangement is such that the user has to input his or her credit card number CCNOu 
each time he or she wants to play an application. However, instead of doing this, the credit card number CCNOu may 
be stored in non-volatile memory or EEPROM 103 in a PW^ertcrypted form. In this case. CCNOu is obtained by 
ss decrypting PW u -encrypted CCNOu (e.g.. ^PW^ CCNOu)) with a password entered by the user. That is, d(entered 
password. e(PW u . CCNOu)) - CCNOu, 
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Permit the Play Within a Preset Limit 

FIG. 19 is a flow chart showing a procedure interactively executed by the client 2 and the server 6 in the operation 
block 800 of Fia 5. wherein blocks connected with two flow lines indicates that operation of the blocks is done by the 
5 two elements 2 and 8. In this case, it is assumed that a preset limit is recorded in a on the application package and is 
transmtted from client 2 to server each time of play. On entering the process 800 via step 516 of FIG. 5. the client 2 
proceeds to step 801, where the diem 2 and the server 8 execute 

if there is a record for VID V and NG^ then the Bmrt value (LV^j) field of the table 60 of FIG. 6A contains the limit value 
transmitted from the client 2, otherwise, the received limit value is stored in the LV^ field when the record for VlD v and 
io NO VH is added in step 88. 

to step 810, the server 6 makes a check if a met^ 
the limit vafue. This check is made by comparing an LV field and LV-meter field associated with the TDU code in table 
60. if the value of the LV-meter is equal to or greater than the LV field value, then the server returns an over limit mas- 
sage to the dient 2 in step 820. If not, the server 8 returns an underiimit message to the client 2 in step 822, and pn> 
is ceeds to step 828. If the client 2 receives the overtknrt message in step 824. then the cftent 2 dsptays a message to this 
effect ff not the dient 2 proceeds to the step 828. 

Since the expected play time informing routines 97a and 97b and the application play subroutine 600 has been 
descrfced above, the description of steps 828 and 830 are omitted. 

According to this feature of the invention, it is possWe to fimrt the use of charged information. This feature is espe- 
so cially useful in case when a user who have paid in advance for the use of the application package is permitted to use 
the application package within a limit value. 

Though it has been assumed that the limit values are inducted m the t*DplicatJon package, the limit values may be 
kept in the servers of the provider or distributer from the beginning. In this case, the limit values are fixed. However, if 
limit values are permitted to be set and recorded in the application package at the time of distribution or sales, the limit 
ss values are advantageously set according to an amount paid. 

As is apparent from the foregoing, as a limit value, any use-limiting factors will do that can be measured in quantity. 
Such limit values are, for example, the effective date and time, the allowable expiration date and time, the maximum 
amount of play time, the aiowabfe access count 

His also possible to combine this feature with a charged application play feature. That is, an arrangement may be 
so such that the user is permitted to use an application package on usage^ensitrve charging only i the value of an LV- 
meter assodated with the TOU is under the value of the corresponding LV or the vakie recorded *i a field 33 or 34 of 
the distribution descriptor 23. 

Modification I 

36 

in the above embodiment, applications, if more than one, in one volume are encrypted by an identical application 
ericrypting key However, the applications APa in one volume may be encrypted with respective AP-encrypting keys 
Ka, where a lower case "a" following AP and K is a serial number assigned to each application ID. In this case, each of 
the AP-encrypting keys are encrypted with the user public key PK^ and stored in the PKu-encrypted AP-encrypting 
*o key (KJ fields 32a in the distribution descriptor 23. 

Modification II 

ft 1ms been assumed that the user of the DVD 3 is limited to the purchaser thereof who have had the PKy -encrypted 
45 AP-encrypting key (KJ recorded on the DVD 3. However, the system may be so arranged that predetermined people, 
e.g., family members FM t> FMg,..., FM N of the purchaser can use the DVD (N is the number of the ferity members). 
One of the ways to realize this is to encrypt the AP-encrypting key with a public key PK^ of each member FMn (n 
» 1. 2 N) to obtain elfPK^, KJ. elfPK^, K,) elfPK^, and to record them in the PK^ererypted AP- 
encrypting key e1 (P*W fields 32 of the distribution descriptor 23 at the time of purchase of the DVD. 

60 

Modification 111: Ky Retrieval From Server 

In the above description, the AP-encrypting key has been recorded in a PKu-encrypted form on the DVD 3. How- 
ever, the AP-encrypting key may be managed by the server 8 and transmitted to the client a the DVD player 2 in 
55 response to a request issued from the DVD player 2 each time of use of the DVD 3. In this case, there is no need of 
providing the distribution descriptor 23 with the PKu-encrypted AP-encrypting key held 32. Instead each of the servers 
has to store an AP-encrypting key table (or ^ table) and a Potable (shown in FJGs. 20A and 20B)m the hard disc. As 
shown in FIG. 20 A, the ratable a volume ID (VID V ) field (as the entry of record) and an AP-encrypting key (Ky) field in 
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each record, in FIG. 208, each record of the PK^ table comprises a volume ID (VID V ) field (as the entry of record), a 
volume issue number (NOy.i) field and a PKu field (Successive same values tn the first field are shown by showing only 
the first appearing one). Further, the process (or step) 610 of obtaining the AP-encrypting key that Regroup of the 
steps 602, 604 and 606 in the application play routine 600, has to be replaced with a process of FIG. 20C. 
fi FIG. 20Cts aflow chart of a process in which the cfient DVD player 2 obtains the application encrypting key Ky from 
the server 6. fen step 616, the server 8 retrieves a key from the table by using VID^ In the next step 61 8, the key 
is encrypted with an arbitrary number used only in the current process, e.g., a pseudo random number R to obtain 
e2(R, K^). bi the next step 620, the server 8 retrieves a 1^ PKu 

which contains V1D V and NO v .j in the VID V and NO^ fields, respectively. In the next step 622, R + e2(R, is encrypted 

io with the retrieved key PKu to obtain a double encrypted AP -encrypting key 
e1(PK u ,R + e2{R,|g), 
which is returned to the client with a cfient network address CADD C in the next step 624. 

On the other hand, the controller 100 of the client 2 waits for a response from the server 8 of SID 8 in step 626. If 
there is arty response from the server 8 of SID B in step 626, then the client DVD 3 receives the data el (PK^ R + e2(R. 

is K^)) from the server 8 in step 628. In the next step 630, the received data is decrypted the user 6eatf 
from the IC card 5. Specifically, the following calculation is dona 

d1(SKu, el{PKo, R + e2(R, K,))) R + e2(R, K*) 
In the next step 632, e2(R, KJ is decrypted with the obtained pseudo random number R. Specifically, the foBowing cal- 
culation is done. 

20 d2(R, e2(a KJ) ==> 

Thereafter, the controfler 100 proceeds to the step 608 of FIG. 14. 

In this modification, the applications APa in one volume may be encrypted with respective AP-encrypting keys K*. 
In this case, the Ky table has to be replaced with K, table in which each record comprises an application ID (AID J field 
and an AP-encrypting key <KJ field. Further m step 612, the controller 100 of the DVD player 2 has to also send the 

25 application ID of the appScation to be played to the server. 

Also in this modrfication, the system may be, again, so arranged that predetermined people, e.g., famay members 
FM V FM 2 ,..., FK^ of the purchaser can use the DVD (N is the number of the family members). In this case, tor each 
member FMn (n« 1,2 N), the server 8 has to use the member's own pub&c key PK^ in encrypting the AP-encrypt- 
ing key One way to realize this is to issue a volume issue number NO v+n to each rnernber FMn at the time of sales 

so of the DVD, provide the non-votalife memory (not shown) of the DVD player 2 with a table for associating the user's 
password PWn with the volume issue number MO v .^. send the volume issue number (NOv^ associated with the 
user's password in 6tep 612, and use not the PK^ table but a PK^ table in which each of foe records has the foBowing 
fields: 

VID* N0 v4 . n . PIW 

35 Another way is to issue and record not only a volume issue number NO^i but also family member numbers FMNn tor 
all members at the lime of sales of the DVD, provide the non-volatile memory (not shown) of the DVD player 2 with a 
table for associating the user's password PWn with the corresponding family member number FMNn, send the volume 
issue number (NO v _J and the family member number FMNn associated with the user's password in step 612, and use 
another PK^ table in which each of the records has the following fields: 
40 VID* NO^, FMNn, PK^ 

In the process of FIG. 20C, the server 8 may be authenticated by means of a public-key cryptosystem using a pair 
of server secret and public keys (SK,, PKJ. tn this case, fte server 8 signs the double-encrypted AP-encrypting key 
eKPKu.R + eScR.KJ) 

with a sgntig key or the server secret key SK, after step 622. While the cfient or DVD player 2 tests the signature by 
45 the server 8 with a test key or the server pubfic key PK^ contained in the PK, field 31 of the distrtx/tion descriptor 23 

recorded in the burst cutting area of the DVD 2 before step 630. 

However, even rf just described authentication of the server 8 is omitted, an attacker wi never go to any greater 

length than a steal of TOU code plus irnrt value, a volume ID VIDy, a volume issue number NOy^ and the client network 

address CADD C . This is not a serious problem. 
so In the process of FK3L20C, a pseudorandom number Rhas bemused as a pseudo van^tewhkrfi takes a different 

value each time of execution of the process. However, as the pseudo variable, my thing wifi do rftt>e result of encryption 

with it fakes a different value each time of execution of the process. 

Modification IV 

55 

In the first Blustrative embodiment, the decryption of application is achieved by software Fa this purpose, the con- 
trofler 100 has to read the user secret key SKy from the IC card 5 through the bus 102. which leaves the possibility of 
permitting a breaker to easfly steal the user secret key SKy through the bus 102. In order to prevent this, the process 
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achieved by the steps 604 through 608 may be realized by hardware as shown in FIG. 21. wtHchisabtockdagramof 
an exemplary decipherer-built-in IC card IF. In FIG. 21, the decipherer^t-in IC card IF 120a comprises an IC card 
receptacle 121 and a printed wiring board 122 extenrjng from and fixed with the receptacle 121 An IC 123 is mounted 
on the printed wiring board 122. The IC 123 comprises a memory IF 1 25 which usually connects the memory of the IC 
card 5 with the bus 102 and. in response to an instruction from the controller 100, reads and passes the key SKy to the 
next stage; a ^decoder 126 for receiving the Sl^ and encrypting elfPKy, KvJwimmel^SK^toyieWKyiandan 
AP decoder 127 for receiving the key K<, and encrypting AP} to yield application data (AP). The printed wiring 
board 122 portion may be preferably molded together with the IC card receptacle 121 portion so as to make the whole 
a single body. By doing this, leaking of the user secret key SK^ can be prevented. 

This mod*rfication can be also appSed to a system 1 using the cryptosystem of FK2L 20C In this case, the 
decoder 126 of FIG. 21 has to be replaced with a Ky decoder 126a as shown in FK3. 22. In FIG, 22, the decoder 
1 26a decrypts the input data. e1 (PK^, R + e2(R t KJ), from the bus 1 02 by using the user secret key SKy passed by the 
memory IF 1 25 to obtain R + e2(R, \Q. while decrypting the obtained data e2(R, KJ) with the obtained random number 
R and outputting the key 

Ernbodiment II 

FIG. 24 is a block diagram showing an arrangement of a system capable of playing a cfetributed application pack- 
age, e.g.. a DVD on the terms of use of the DVD without comrnunicating wfth any server according to a second illustra- 
tive embodiment of the invention, In FIG. 24, the system 1a is identical to the client 2 of FK3. 1 except that the 
communication IF 1 50 has been eliminated because of rK> needed 

has been replaced with a controller 100a. In the controfler 100a, a not-shown ROM for storing a control proyam as 
described later and the EEPROM 1 03 have been also replaced with a new ROM (not shown) and an EEPROM 1 03a. 
In order to play a role of the server 8, the system 1 a has to have tabte 60 of FK3. 6A in any norvvolatle memory, e.g., 
the EEPROM 103a and an application duration (play time) for each application as defined in table 70 of FIG. 68 has to 
be included in the control data of each appficatfon package. 

FIG. 25 schematically shows an exemplary control program executed by the controller 1 00a shown in FIG. 24. The 
control program of Fia 25 is also identical to that erf FIG 5 except ttat the cteci^ 

efiminated because the fimrt-attached play mode is not supported by the system 1 a in this emrxxfirnent and the steps 
650 and 800 are replaced with steps 650a and 800a. Accorcfingry, operation after step 51 4 w« be described in the fol- 
lowing. 

H the lower cigittf the tenr«^^ 100a 
pteys, in fre free piay mode, the appTicatfon stored in the select appGcafon in step 5 

It should be noted that since the system 1a does not have the charged play mode, the lower cfigrt of ff>e TOU code is 
defined as fottows. 



Higher digit of terms-of- 
use code (Hexadecimal) 


Corresponding imrt value 


Play mode 


0 


None 


Free play mode 


2 


Effective date and toe 


Limit^attached play mode 


3 


Allowable expiration date and time 




4 


Maximum amount of used period 




5 


Allowable access count 











Accordingly, if the lower digjt of the TOU code is nc^ 
plays, in the fimit-attached play mode, the application stored in the selected application in step 506 or 512 and ends the 
operation. 

FIGs. 26 and 27 snow an operation of a free play rrode srwwn in step 6^ form and a fur- 

ther detailed form, respectively- In FIG. 26. the controller 100a executes an initial routine 60a in step 660a, in step 670a 
executes an expected play time informing routine, and in step 680a executes an application play and metered play time 
report routine. 
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As shown in FIG. 27, in the initial routine 80c. the controller 100a searches the table 60 for a record which contains 
VI D v and NO^ in the volume ID and issue Na fields thereof, respectively in step 86. ff the search is unsuccessful, then 
the controller 100a adds the record for VIDV and NO v .j and fills relevant fields with AtD^ and a limit value, if any, in the 
table 60 in step 68. and proceeds to step 90. Also, H the search in step 86 is successful, the server 9 proceeds to step 
5 90, where the controller 100a selects a routine to execute next according to the value of the TOU code and enters the 
selected routine. In this case, if the TOU code » xOH (x: an arbitrary HEX number, the tetter H in the last position incfi- 
cates that the preceding number is in hexadecimal}, then a routine fa playing an application free of charge is selected, 
tf the TOU code 2x1 H, then a routine is selected when plays an application only if the software meter ctf a use4mrrjng 
factor is under a preset value 

10 The expected play time informing routine 670a is identical to the routines 97 (FIG. 10) minus comrnunicafon steps 
93 and 94, comprising the above described steps 91. 92 and 95. Simflarty, it is seen from FIGs. 11 and 13A that the 
above descrtoed steps 620, 622. 624. 210 and 218 are executed in this order in the timed play and metered usage 
report routine 680a. In this way, the system 1 a permits the user to play the appGcatton stored in the selected application 
(steps 506 and 512 of FIG. 25) free of charge. 

is FIG. 28 is a now chart shewing an operation of a limit-attached play mode shown in step 800a of FIG. 25. Since 
this operation is very similar to that of FIG. 1 9. only the flow is briefly described, omitting the details of each step. In FIG. 
28, controller 100a first makes a check if a meter associated with the TOU code has reached the 6mH value obtained 
with the TOU code, tf so. then the server returns an overtimit massage to controller 100a tn step 820. Otherwise, the 
controller 100a proceeds to the expected ptay time informing routine 828a (= 670a), where the controller 1 00a executes 

20 the above descrtoed steps 91 , 92 and 95, and then calls the application play subroutine 600 in step 830, thereby com- 
pleting the operation. Since the appfication play subroutine 600 has been detailed above, further description is omitted. 
I n this way, the system 1 a permits the user to play the appficati on stored in the selected appl ication (steps 506 and 512 
of FIG. 25) only rl the limit value associated with the TOU code assigned to the volume or the user-specif ied application 
has not been reached. 

25 According to the second embocfiment the system la can operate in ettier of the free play mode and the fcmit- 
attached play mode without the need of communication with a server. For this, the system la may be made portable. 

Modifications 

so In the above description, the illustrative ernbocfenent has been desenbed in conjunction with the DVD. The same 

discussion can be applied to such package media as permit write once or more 

Further, the present invention is also applicable to appScatkxi packages distributed via transmission media. In this 

case, the distrbuted application packages are stored in a buft storage in the user's device. An application package 

comprises one or more application and application control data, that is, an application descriptor and dTstrfoution 
36 descriptor. One volume is stored as a file. Since a plurality of application package may be stored in a single storage, 

each application package does not have to contain a control program. One control program, which may be distributed 

via either packages transmission m 

packages are stored is set for a user specified one in the control program when the control program is installed. The 
data to be recorded in the dstrfcution descriptor is included in the application package by the provider according to the 
40 information given by the user. 

As described above, one who is permitted to use an application package is limited to an owner of the fC card which 
stores a user secret key SKg corresponding to the user public key PKu used tor encryption of the AP-encrypting key Ky 
in the application package. Fa tN* even if son^ 

ying the whole volume from the DVD on which the volume is recorded, he or she can not use tt without the IC card of 
45 the owner of the DVD. Thus the inventive system can prevent unjust use of an application package (DVD sn this case) 
by any other person than the regular owner of the application packaga 

Ateo, the inventive system is so arranged that most part of the application pack^e is recorded by pressing in man- 
ufacturing process of the DVDs, whereas at least a part of the volume control data (i.e. the distribution descriptor) can 
be determined at the time of, e.g., distrixition of each of the DVDs after the manufacturing process. This makes the sys : 
so tern ftexftte because control data can be easily changed without changing the stamper. 

In the initial routines 80a and 80b in FIG. 8A and 86, the data transmitted with the service request may be 
encrypted in the same manner as in case of the transmission of user's crecft card number shown in FIG. 17. However, 
in case of the initial routines, there are a plurality of data. These data may be encrypted in the following way. 
tf the data to be encrypted are D1, D2.... then they are first encrypted with a key R as foflows: 
ss e2(R. D1). e2(R, D2) t ... 

Then further encryption is made with a server public key PKg as follows: 

eKPKp R + e2(R, D1) + e2(a D2) ). 

In the process of FIG 17. the user may be authenticated by means of a pubfe-key cryptosystem using a pair of 
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user secret and public keys (SK^ PKJ. In this case, the client 2 signs the double-encrypted credit card number 
eifPK,, R + e2(R, CCNOu)) 

with a signing key or the user secret key SK^ after step 648. White the server tests the signature by the client 2 with a 
test key or the user public key PK^ before step 650. 
5 Instead of storing a single server public key in the distribution descriptor 23, a plurality of server public keys or all 
the server puttie keys may be recorded. By doing this, it ispossfole,forexanpte. tosettinga 
on the server public key which the user have selected by appropriately combining the tables 70 and 75. 

Also, application packages with an identical vofcime ID can have dffierem server pub^ 
tol! center may be advantageously provided for appfication packages of the same trba 
w In order to prevent any use of IC card by other person than the owner of the IC card, it Is possfole to add. before 
the Sku reacting step 604, the steps of prompting the user to enter a password through a human IF 110 and proceecSng 
to step 604 only if the entered password coincides with the user password PW U stored in the IC card. 

Though the IC card 5 is used in the above embodiment, the IC card IF 120 may be replaced with a magnetic card 
reader to permitting the use of the magnetic card. Alternatively, the arrangement may be such that the user enters his 
76 or her password each time the user uses the DVD. 

Instead of storing the user secret key SKy in the IC card 5, the key Sku may be stored in non-volatile memory in a 
PVVenorypted form In this case, the toy SKy is obtained by decrypting PW u -encrypted SKuWttha password entered 
by the user. 

The discussion of three preceding paragraphs are applied to the IC card used tor storing the server secret key in 
20 the server. However t in this case the user has to be taken as the achiw^atu d the toC server. 
Many widely Different embodiments of trie present invention rr^ 
and scope of the present invention, tt should be understood that the present invention is not nmited to the specific 
embodiment described in the specification, except as defined in the appended claims. 

A system tor permitting only an authentic user to play a desired appfication contained in a distrtouled application 
26 package in one of predetermined operation, e.g.. free play mode, charged mode, reattached play mode, etc. The 
system comprises a client lor playing an application under the control of a server connected with the cfient through a 
convTurecation network. The application package (the volume) includes a d&rixjtkxi descriptor which contains mode 
codes assigned to the volume and the applications of the volume. The data of dtstribufon descriptor is decided and 
stored in the descriptor at the time of dstribubon of the volume. This feature makes the system f lextte. There is also 
so disclosed a system operataWe without communicating with a server. 

Claims 

1. An application package for use in a system for playing an application contained in the application package (the vol- 
36 ume), the application package comprising: 

application data for at least one application; and 

volume control data for use in controlling said system, wherein said volume control data at least comprises: 
a volume ID for identify! ng the kind of said application package (said volume) ; 
40 an issue number assigned In order of issue to each of the volumes of said kind; and 

application IDs each assigned to one of said at least one appfication contained in said volume, and wherein: 
at least a part of said volume control data is to be added to said volume after the creation of said volume ; and 
said at least a part of said volume control data includes said issue number. 

45 2, An application package as defined tn daim 1 , wherein: 

said application data has been encrypted with an encrypting key; and 
said at least a part of said volume corrtrol data includes a user's pud 
key used. 

60 

3. An application package as defined in claim 1. wherein sakJ at least a part ot said volume 

codes which are assigned to said volume or said at least one appfication and each irxficate a play mode associated 
with one of said volume or said at least one application to which the mode code is assigned 

55 4. A package media on which an application package as defined in claim 1 has been recorded. 

5. A package media of a write-once type on which an application package as defined in daim 1 has been recorded. 
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6. A package media on which an application package as defined m claim 1 has been recorded wherein said at teas! 
a part of said volume control data is recorded in an area different from data area where said application data is 
recorded on the package media. 

7. A method for sending data with a raised security from a first device to a second device through a public telecom- 
munication network, comprising the steps of: 

in said second device, 

generating a pseudo random number: 

transmitting said pseudo random number to said first device; 

in said first device, 

encrypting said data with said transmitted pseudo random number into encrypted data: 

encrypting concatenated data consisting of said pseudo random number and said encrypted data with a 

pubiic key of said second device into doutte-encrypted data: 

sending said double-encrypted data to said second device; in said second device, 

decrypting said double-encrypted data with a secret key of said second device which corresponds to said 

public key into decrypted data consisting of a decrypted random number portion and another decrypted 

portion; and 

decrypting said another decrypted portion with said transmrtted random number to obtain said data 

6. A method tor sending a plurality of pieces of data with a raised security from a first device to a second device 
through a public tefeconmiunication network, comprising the steps of: 

in said second device, 

generating a pseudo random number; 

transmitting said pseudo random number to said first device; 

in said first device, 

encrypting each of said pieces of data with said transmitted pseudo random number into an encrypted 
piece of data; 

encrypting concatenated data consisting of said pseudo random number and said encrypted pieces of 

data with a public key of said second device into doubie-encrypted data; 

sending said double-encrypted data to said second device; in said second device, 

decrypting said double-encrypted data with a secret key of said second device which corresponds to said 

public key into decrypted data consisting of a decrypted random number portion and said plurality of 

decrypted data portions; and 

decrypting each of said decrypted portions with said transmitted random number to obtain said pieces of 
data. 

9. A method as denned in claim 7 or 8. further comprising the steps, executed after said step of decrypting said dou- 
ble-encrypted data, of: 

proceeding to a next step only if said decrypted random number porSon coincides with said transmitted pseudo 
random number; and 

said second device informing said f'rst darice of a failure in decryption if said decrypted random number por- 
tion does not coincide with said transmitted pseudo random number. 

10. tn a system provided with means for piaying an application contained in an app&cation package, a rnethod tor per- 
mitting a user to play an encrypting key-encrypted application contained in a distributed appl i cati on package which 
further contains, as volume control data, a user's pubBc key-encrypted encrypting key so encrypted as to be able 
to be decrypted with a secret key of the user into said encrypting key, the method comprising the steps of: 

reading said user's public key-encrypted encrypting key from said distributed application package (said vol- 
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ume); 

obtaining said secret key; 

decrypting said user's public key-encrypted encrypting key with said secret key to obtain said encrypting key; 
and 

decrypting said encrypting key-wcrypted application with said obtained encrypting key into application data 
white passing said application data to said means tor playing an application. 

11. In a system cornprising a client provided with means for playing an application contained in an appfetion package 
and a server connected with the client through a amnurucation network, a method tor permitting a user to play 
one of enaypting key-encrypted applications contained in a distributed application package which further contains, 
as volume control data, a volume ID tor identifying the kind of said cfistrix/ted application package (said volume), 
an issue number issued to each volume of the kind in an issued order and application IDs, the method cornprisktg 
the steps of: 

said client reading said votume ID. said issue number and an application ID tor said one of encrypting key* 
encrypted applications (said encrypting key-encrypted application) from said volume and sending to said 
server; 

in said server. 

retrieving said encrypting key by using said volume ID; 

retrieving a pub&c key of said user by using said volume ID and said issue number; 

generating a pseudo random number; 

douWe-erwypting said encrypting key with said pseudo random number and said public key into a 
double encrypted data; 

sending said otoubfe-encrypted data to said client; in said client, 
obtaining a secret key of said user which a>nesponcte to said public key; 
obtaining said encrypting key by decrypting said ctoubte-eicrypteddata wtth said secret key; 
decrypting said encrypting key-ertcrypted application with said obtained encrypting key into applica- 
tion data whie passing said application data to said means tor piaying an application. 

12. ArnethcdasdefiriedindaimlO 

said secret key from a portable memory of said user. 

13. A method as defined in claim 12, wherein said portable memory is an IC card. 

14. In a system comprising a client provided with means for playing an application package and a server connected 
with the client through a communication network for controlling the client, the application package (the volume) con- 
taining, as volume control data, a volume ID and an issue number issued to each of the volumes of said volume ID 
in an issued order, a method tor controlling the amount of piay time cc*rprising the steps of: 

said client sendng said votume ID and said issue number to said server: 

said server retrieving an expected play time associated with said volume I D and said issue number; and 
said server adding said expected pfaytsne to the value of a total play tin>e associated wta ID and 

said issue number. 

15. In a system conprisirig a diem provided 

and a server connected with the client through a ccmriunication network for comYoing the dient, the application 
package (the volume) containing, as volume control data, a volume ID, an issue number issued to each of the vol- 
umes of said volume ID in an issued order and an application ID for the application, a meftod tor controlling the 
amount of play time comprising the steps of: 

said dient sending said volume ID, said issue number and said appfication ID to said server; 
said server retrieving an expected play time associated with said volume ID, said issue number and said appli- 
cation ID; and 

said server adding said expected play time to the vaiue of a total play time associated with said volume ID and 
said issue number. 
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16. In a system comprising a client provided with means for playing an application contained in an application package 
and a server connected with the client through a aKrtnunicabon network for controtlng the client the application 
package (the volume) containing, as volume control date, a volume ID and an issue number issued to each of the 
volumes of said volume 10 in an issued order, a method for controlEng the amount of ptay time comprising the steps 

of: 

said client and said server interactively measuring, as a measured play time, a play time of said application; 

and v 

said server adding said measured play time to the value of a total playtime associated with said volume ID and 
said issue number. 

17. A method as defined in (^m 16, wr>^ 
said server. 

18. A method as defined in claim 16, wherein said step of measuring a playtime con^prises the step of using a timer of 
said client 

19. In a system comprising a cient for playing an application package and a server connected with the client through 
a cornmuNcation network wherein the application package (the volume) compnses application data and control 
data and at least a part of the control data has been added to the volume after the creation of said volume, a 
method for sending desired data from one side of said client and said server to the omer side, the meirKKfconpns- 
kig the steps of: 

including a secret key of said other side in said at lest a part of said control data: 

in said other side, 

generating a pseudo random number: 

transmitting said pseudo random number to said one side: 

in said one side, 

encrypting said desired data with said transmitted pseudo random number into encrypted data; 
encrypting concatenated data consisting of said pseudo random number and said encrypted data with 
said public key of said other side into drjubf e-encrypted data; 
sencfing said double-encrypted data to said other side; 

in said after side, 

decrypting said double-encrypted data with a secret key of said other side which corresponds to said 
public key into decrypted data consisting of a decrypted random number portion and another 
decrypted portion; and 

decrypting said another decrypted portion wrth said transmits 
data. 

20. A method as defined qi claim 19. wherein said generating a pseudo random number includes storing said pseudo 
random number in memory, and wherein the method further comprises the step, executed prior to said decrypting 
said another decrypted portion, of: 

in response to a determination that said decrypted random number portion does not coincide with said pseudo 
random number stored in said means for storing said pseudo random number stored in said rrremory, iniorrning 
said one side of a faflure in decryption instead of passing the control to next means. 

21. In a system comprising a client provided wrth means for playing an application contained in an appfication package 
and a server connected with the cfient through a comrmnication network, a method for permitting a user to play an 
application contained in a distributed application package which further contains, as volume control data, a volume 
ID for identifying the tind of said distributed application package (said volume), an issue number issued to each vol- 
ume of the kind in an issued order, and an appScation ID for said application the method comprising the steps of: 
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proceecBog to a next step only if the value of a meter field associated with said volume ID. said issue number 
and said application ID is under the value of a limit value field associated wrft said volume ID, said issue 
number and said application ID in a volume data table; and 

displaying a message informing an cverlimH on a cf splay device of said client and quit the operation otherwise. 

5 

22. In a system composing a dient provided with means for playing an application contained in an application package 
and a server connected with the client through a corrtfTunication network, a method for permitting a user to play an 
application contained in a distnbuted application package which further contains, as volume control data, a volume 
ID for identifying the kind of said distributed application package (said volume), an issue number issued to each vol- 

10 ume of the kind in an issued order, an application ID for said application and a limit value for fimtong the play of said 
application, the method comprising the steps ot 

proceed ng to a next step only rf the value of a meter field associated with said volume ID, said issue number 
and said application ID in a volume data table is under said limit value; and 
is cfisplaying a message informing an overlimrt on a oSsplay device of said cfient and quit the operation otherwise. 

23. A method as defined in claim 21, wherein saki Hrnrt value is one of effective date and time, allowable expiration date 
and time, a maximum amount of play time, and an allowable access count 

so 24. A method as defined in any of daims 11, 15 and 16, wherein said step of said cfient sending to said server com- 
prises the steps ot 

said cfient encrypting at least one of said volume ID, said issue number and said application ID into encrypted 
data; and 

ss said server decrypting said encrypted data. 

25. A system for sending data with a raised security from a first device to a second device forough a pubSc telecommu- 
nication network, composing: 

so means provided in said second dance for generating a pseudo random number; 

means provided in said second device for transrrtfttirtg said pseudo rart 

means provided in said first device tor encrypting said data with said transmitted pseudo random number into 
an encrypted data; 

means provided in said first device for ercrypting corxaten^ 
35 and said encrypted data with a puttfc key of said second device into dcU^e-encrypted data; 

rneam provided in said first devfoe for seriding 
means provkted in said secorKJ device ^ 

ond device which corresponds to said pu^fc key into decrypted data cc 
portion and another decrypted portion; and 
40 means provided in said second device tor decrypting said wroirw decrypted portion wrtfi said transmitted ran- 

dom number to obtain said data. 

26, A system tor sending a plurality of pieces of data with a raised security from a first device to a second device 
through a public telecornrcvnication network, comprising: 

45 

means provided in said second device for generating a pseudo random number; 

means provided in said second device for transmitting said pseudo random number to said first device; 

means provided in said first device for encrypting each of 6aid pieces of data with said transmitted pseudo ran- 

dom number into an encrypted piece of data; 
so means provided in said first device fw 

and said encrypted pieces of data with a public key of said second device intoctoubfe-erxxypted date; 

means provided in said first device for sending said coutte-erroypted data to said second device; 

means provided in said second device for decrypting said ctoutte-encrypted data with a secret key of said sec- 

ond device which corresponds to said pubSte key irm> encrypted date co^ 
ss portion and said plurality of decrypted data portions; and 

rroans provided in said second device fc^ 

dom number to obtain said pieces of data 
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27. A system as defined in claim 25 or 26. firtherconnpnsing: 

means, provided in said second device, activated prior to decrypting each of said decrypted portions and 
responsive to a extermination that said decrypted random number portion does not coincide with said trans- 
mitted pseudo random number, for informing said test device of a faMure in decryption instead of passing the 
control to next means. 

28. A system for playing an encrypting key-encrypted application contained in a distributed application package which 
further contains, as volume control data, a user's puttfc key-encrypted encrypting key so encrypted as to be abfe 
to be decrypted with a secret key of the user into said encrypting key, the system comprising: 

means for reading said user's public key-encrypted encrypting key from said distributed application package 
(said volume); 

means for obtaining said secret key; 

means for decrypting said user's public key-encrypted encrypting key with said secret key to obtain said 
encrypting key; 

means for decrypting said encrypting key-encrypted application with said obtained encrypting key to provide 
application data; and 

means for using said application data for playing. 

29. A system for permitting a user to play an encrypting key-encrypted application contained rn a distributed application 
package which further contains, as volume control data, a volume D for identifying the kind of said cfctributed appli- 
cation package (said volume), an issue nuntoer issued to each volume of the kind in an issued order and applica- 
tion IDs, the system comprising: 

a client for playing an app§ cation by using application date; and 

a server for controlling said client through a communication network, wherein said client comprises: 
means for reading and serving said volume ID, said issue number and an application ID for said one of 
encrypting key-encrypted applications (said encrypting key-encrypted application) from said volume to said 
server, said server comprises: 

means for retrieving said encrypting key by using sad volume ID; 

means for retrieving a public key of said user by using said volume ID and said issue number; 
means for generating a pseudo random number; 

means for ckxjble-erKxypting said encrypting key with said pseudo random number and said public key into 
a double encrypted data; and 

means tor sending said double-encrypted data to said diern and said cfient comprises: 
means for obtaining a secret key of 6aid user which corresponds to said public key; 
means tor obtaining said encrypting key by decrypting said double-encrypted data with said secret key; 
means for decrypting said encrypting key-encrypted application with said obtained encrypting key to pro- 
vide application data; and 
means for using said appScation data tor playing. 

30. A system as defined in claim 2B or 29, wherein said means for obtaining a secret key comprises means for reading 
said secret key from a portable memory of said user. 

31 . A system as defined in claim 30, wherein said portable memory is an iC card. 

32. A system for permitting a user to play a distributed application package which further contains, as volume control 
data, a volume ID for id entrfying the kind of said djst ributed appl ication package (said volume) and an issue number 
issued to each volume of the kind in an issued order, the system comprising: 

a diem for playing said dstrbuted application package; and 

a server for controlling said dient trough a communication network, wherein: 

said dient comprises means for sending said volume ID end said issue number to said server; and 

said server comprises means for retrieving an expected play time associated with said volume ID and said 

issue nunfcer, and means for adding said expected piay time to the value of a total play time associated with 

said volume ID and said issue number. 



19 



EP0 840 194 A2 



33. A system for permitting a user to play an application contained in a distributed appficatton package which further 
contains, as volume control data, a volume ID for identifying the kind of said distrfouted application package (said 
volume), an issue number issued to each volume of the kind in an issued order and an application A3 for the appli- 
cation, the system comprising: 

a client for playing said application; and 

a server for controlling said client through a communication network, wherein: 

said dient comprises means for sending said volume ID, said issue number and said application ID to said 
server; and 

said server comprises means for retrieving an expected play time associated with said volume ID. said issue 
number and said application ID, and means for adding said expected play time to the value of a total play time 
associated with said volume ID and said issue number, 

34. A system for permrttirig a user to play an application contained in a distributed application package wr»ch further 
contains, as volume control data* a volume ID tor identifying the kind of said dtstrtxited application package (said 
volume), an issue number issued to each volume of the kind in an issued order and an application ID for the appli- 
cation, the system comprising: 

a client for playing said application; and 

a server for controlling said client through a cc*rirnmication network, wherein: 

said client and said server comprise means for imeractivery measuring, as a measured play time, a play time 
of said application; and 

said server further comprises means for aoHirig said rtteasijred play tirro 
dated with said volume ID and said issue number. 

35. A system as defned in claim 34, wherein said means for interactively measuring a play time comprises means for 
using a timer of said server. 

36. A system as defined in daim 34, wherein said means for interactively rneesuring a piay time comprises means for 
using a timer of said client. 

37. A system for remitting a user to play an application package (the volume) comprising appficatfon data and control 
data wherein at least a part of the control data rias been added to trie volume attw 

system comprising: 

a cfierrt for playing said volume; and 

a server for controlling said client through a comrnurwcabon network, wherein said server comprises means tor 

storing a secret key of said server and said at least a part of said ccntrric^«cludes a public key crjnespond- 

ing to said secret key, and wherein the system comprises: 

means provided in said server for generating a pseudo random number; 

means for storing said pseudo random number; 

means provided in said server for trarernitting said pseudo random number to said client; 

means provided in said client for encrypting desired data with said transmitted pseudo random number into 

encrypted data: 

means provided in said cfient tor encrypting concatenated data consisting of said pseudo random number and 

said encrypted data with said public key into ctouble-encrypted data ; 

means provided in said client for sending said ctoubie-encrypted data to said server; 

means provided in said server for decrypting said ctouble-encrypted data with said secret key into decrypted 

data consisting of a decrypted random number portion and another decrypted portion; and 

means provided in said server for decrypting said another decrypted portion with said transmitted random 

number to obtain said desired data. 



38. A system as defined m daim 37, further comprising: 



means, provided in said server, activated prior to said decrypting said another decrypted portion and resporv 
sive to a determination that said decrypted random nwrtoerp^ 

number stored in said means for storing said pseudo random number, for informing said client of a failure in 
decryption instead of passing the control to next means. 
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39. A system tor permitting a user to play an application contained in a distributed application package which further 
contains, as volume control data, a volume ID tor identifying the kind of said distributed application package (said 
volume), an issue number issued to each volume of the kind in an issued order and application IDs. the system 
conrprising: 

5 

a diem for playing an application by using application data; and 

a server tor controlling said client through a communication network, wherein said client comprises: 
means for reading and serving said volume ID, said issue number and an application ID for said one of 
encrypting key-encrypted applications (said encrypting key-encrypted application) from said volume to said 
10 server, said server comprises: 

means tor proceeding to next step only rf the value of a meter field associated with said volume ID, said issue 
number and said application ID is under the value of a limit value field associated with said volume ID, said 
issue number and said application ID in a volume data table; and 

means for causing said client to display a message informing an cvertrnrt on a display device of said client and 
is quft the operation otherwise. 

40. A system for permitting a user to play an application contained in a Distributed application package which further 
contains, as volume control data, a volume ID tor identifying the kind of said cfistributed application package (said 
volume), an issue number issued to each volume of the kind in an issued order, application IDs and limit values 

so associated with respective application IDs for limiting the play of respective applications, the system cornprising: 

a client for playing an application by using application data; and 

a server tor controlling said client through a communication network, wherein said client comprises: 

means tor reading and sending said volume ID. said tssu e number, an application I D for said one of encrypting 

25 key-encrypted applications (said encrypting key-encrypted application) and a timrt value associated with said 

application ID from said volume to said server, and wherein said server comprises: 
means tor proceeding to a next step only if the value of a meter field associated with said volume ID, said issue 
number and said application ID in a volume data table is under said Emit value; and 
means for causing said client to display a message informing an overSmrt on a display device of said client and 

30 quit the operation otherwise. 

41. A system as defined in claim 39, wherein said limit value is one of effective date and time, allowable expiration date 
and time, a maximum amount of play time, and an allowable access count 

35 42. A system as defined in any of claims 29, 33 and 34. wherein said means for sending to said server comprises 
means tor encrypting at least one of said volume ID, said issue rtumber and said application ID. 

43. A method tor permitting an authentic user to play a desired one of the applications contained in a distributed appli- 
cation package in a system capable of playing an application, wherein said application package (said volume) con- 

40 tains volume control data including mode codes assigned to said volume and the applications of said volume, the 
method comprising the steps of: 

deriding to use one of predetermined play modes specified by one of said mode cooes associated with said 
desired application; and 
45 playing said desired application in said specified pfay mode. 

44. A method as defined in claim 43, wherein the method further cornprises the step of Including, in said mode codes, 
values indicative of a free play mode and at least one limit-attached play mode which correspond(s) to respective 
limit vafue(&) used tor limiting usage 

so 

45. A method as defined in claim 44, wherein said step of playing sad desired application comprises the step of: 

in response to a determination mat said one of said mode codes associated with said desired application 
includes a value indcatrve of said free play mode, simply playing said desired application. 

55 

46. A method as defined in claim 44, wherein said step of playing said desired appScafion comprises the step of: 

in response to a determination that said one of said mode codes associated with the desired application 
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includes one of values incficative of said at least one limit-attached play mode, displaying a message to the 
effect that a limit value associated with said one of values has been reached instead of playing said desired 
application K said limit value has been reached 

5 47. A method as defined in ciaim 43, wherein said volume control data further includes a volume ID, an issue number 
and an application ID for each of said applications, and wherein said step of decicSng to use one of predetermined 
play modes comprises the steps of: 

obtaining said one of said mode codes associated with said desired application and corresponcfing limit value 
10 by using said application ID: and 

comparing said one of said mode codes with a meter value associated with said volume ID, said issue number 
and said appfication ID. 

46. A method as defined in claim 45, wherein each of said applications has been each encrypted with an encrypting 
is toy and said volume control data includes a user's public key-encrypted version of said encrypting key (a pubBc 
key-encrypted version encrypting key), and wherein said step of simply playing said desired application comprises 
the steps of: 

reading said user's public key-encrypted encrypting key from said volume; 
20 obtaining a user's secret key which corresponds to said user's pubfic key; 

decrypting sad user's pubfic key-encrypted encrypt 
key; and 

decrypting said desired app&catkxi with said obtained encrypting key. 

ss 49. A system for permitting an authentic user to play a desired one of the applications contained in a distributed appli- 
cation package, wherein said application package (said volume) contains volume control data including mode 
codes assigned to sad volume and the applications of said volume, the system comprising: 

means for deciding to use one of predetermined piqy modes specified by one of said mode codes associated 
so with said desired application; and 

means for playing said desired application in said specified play mode. 

50. A system as defined in claim 49, wherein the system further comprises means for including, in said mode codes, 
values indicative of a free play mode and at least one fimit-attached play mode which correspond^) to respective 

35 fimH value(s) used for limiting usage. 

51. A system as defined in claim 50, wherein said means for playing said desired application comprises: 

means, responsive to a determination that said one of said mode codes associated with said desired applica- 
nt? lion includes a value indicative of said free play mode, for simply playing said desired application. 

52. A system as defined in daim 50, wherein said means for playing said desired application comprises: 

means, responsive to a determination that said one of said mode codes associated with tie desired application 
45 includes one of values indicative of said at least one limit-attached play mode, for cfisplaying a message to the 

effect that a limit value associated with said one of values has been reached instead of playing said desired 
application if said limit value has been reached. 

53. A system as defined in claim 49, wherein said volume control data further includes a volume ID t an issue number 
bo and an appfication ID for each of said applications, and wherein said means for deciding to use one of predeter- 
mined play modes comprises: 

means for obtaining said one of said mode codes associated with said desired application and corresponding 
limit value by using said application ID; and 
55 means for comparing said one of said mode codes with a meter value associated with said volume ID, said 

issue number and said application ID. 

54. A system as defined in daim 51 , wherein each of said applications has been encrypted with an encrypting key and 
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said volume control data includes a user's public key-encrypted version of said encrypting key (a puttie key- 
encrypted version encrypting key), and wherein said means for simply playing said desired application comprises: 

means for reading said user's puttie kBy-encrypted encrypting key from said volume; 
5 means for obtaining a user's secret key which corresponds to said user's pubfic key: 

means for decrypting said user's public key-encrypted encryptarig key with said user's secret key to obtain said 
encrypting key; and 

means for decrypting said desired application with said obtained encrypting key. 

10 55. A method for r^rnrtting an authentic user to play a desired one of the applications contained in a distributed appli- 
cation package in a system comprising a client capable of playing an app&cation and a server connected with said 
client through a corrtftiunication network, wherein said application package (hereinafter referred to as "said vol- 
ume") contains volume control data including mode codes assigned to said volume and the applications of said vol- 
ume, the method comprising the steps of: 

16 

said client deciding to use one of predetermined play modes specified by one of said mode codes associated 
with said desired application; and 

playing said desired application in said specified play mode by means of cooperation between said client and 
said server. 

20 

56. A method as defined in daim 55. wherein the method further comprises the step of including, in each of said mode 
code, a value indicative of one of a tree play mode, a charged play mode and at least one firrtt-attached p&y mode, 
wherein said volume control data further comprises a limit value associated with each of said at least one fimrt- 
attached play mode. 

25 

57. A method as defined in claim 55 or 56, wherein said volume control data further includes a volume ID, an issue 
number, and an application D for each of said applications, and wherein said step of playing said desired applica- 
tion in said specified play mode includes an application play step of simply playing said specified application. 

30 58. A method as defined in claim 57, wherein each of said applications contained in a distributed application package 
has been encrypted with an encrypting key and said volume control data includes a usetfs pubfic key-encrypted 
version of said encrypting key (a public key-encrypted version encrypting key), and wherein said application play 
step comprising the steps of: 

as reading said user's public key-encrypted encrypting key from said volume; 

obtaining a user's secret key which corresponds to said users public key; 

decrypting said users public key-encrypted encrypting key with said user's secret key to obtain said ericrypting 
key; and 

decrypting said desired app&cation with said obtained encrypting key. 

40 

59. A method as defined in claim 57, wherein each of said applications contained in a distnbuted application package 
has been encrypted with an encrypting key and said volume control data includes a u&etfs public key-encrypted 
version of said encrypting key (a public key-encrypted version encrypting key), and wherein said application play 
step comprises the steps of: 

45 

in said server, 

retrieving an encrypting key by using said volume ID; 

retrieving a user's public key associated with said volume ID and said issue number; 
so dcsijle-encrypting said encrypting key with a pseudo random number and said user's public key into a dou- 

ble encrypted data; 

sending said ckx^e-encrypted data to said client; in said cfient 
obfeins ng a user's secret key which corresponds to said user's public key; 
obtaining said encrypting key by decrypting said ctoubte-encrypted data with said user's secret key; 
55 decrypting said desired application with said obtained encrypting key. 

60. A method as defined in daim 57, wherein said step of playing said desired application further comprises me steps, 
executed prior to said application play step, of: 
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said server retrieving an expected play time associated with said desired application; and 
displaying said expected ptay time on a display device of sod client 

61 . A method as defined in daim 57. wherein sad step of playing said desired application further comprises the steps 
of: 

measuring, as a measured play time, a duration of said application play step; 

adding said measured ptay time to a piay time meter associated with said mode code to obtain a total amount 
of play time; and 

displaying said measured play time and said total amount of play time on a display device of said cfient after 
said application play step. 

62. A method as defined in daim 61, wherein said step of measuring a duration comprises the step of measuring said 
play time by using a timer of said server. 

6& A method as defined in daim 61 . wherein said step of measuring a duration comprises the step of measuring said 
piay tone using a timer of said dient 

64> A method as defined in ciaim 57, wherein said step of deciding to use one of predetermined piay modes comprises 
deciding to use said charged piay mode if said one of said mode codes associated with said desired application 
indudes a value mcficatrve of said charged play mode, and wherein said step of playing said desired application 
comprises the steps of: 

said dient obtaining and sending a credit card number of said user to 6aid server; 
proceed r^ to a next step cwiry if the ae^ card of said 
ciated credrt oompany; 

cfcplaying, on a display device of said client a charge for play decided based on a measurement of a duration 
of said application play step and a total amount of play charges after said applksriton play step; ai<l 
said server charging sad play to said credit card number. 

65. A method as defined in claim 64, wherein said step of playing said desired appfccation further comprises the steps, 
prior to said application play step, of: 

displaying, prior to said application play step, an expected charge and an expected total amount of charges on 
said display device; and 

letting the user decide whether to play said desired application. 

66. A method as defined in dakn 64. wherein said step of said c^'ern obtaining arti card number of said 
user to said server comprises the steps of: 

in said server, 

generating a pseudo random number; 

storing said pseudo random number in memory; 

transmitting said pseudo random number to said dient; 

in said dient, 

prompting said user to input sakj credit card number; 

double-encrypting said crec&t card number first with said transmitted random number and then with a 
saver's public key included in said volume control data into a double-encrypted number; 
sending said double-encrypted number to said server; in said server, 

decrypting said ckjufale-erxaypted number with a server's secret key into a decrypted random number and 
another decrypted data; and 

decrypting said another decrypted date with said transmitted random number to obtain said credit card 
number. 

67. A method as defined in daim 66, wherein said step of said dient obtaining and sencfing a credit card nurrber of said 
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user to sad server further cornptises the steps, executed prior to said step of decrypting said another encrypted 
data, of: 

proceerJng to a next step only rf said decrypted random number coincides with said pseudo random number 
s which has been stored in said memory; and 

displaying a message informing a failure in decryption and quitting the operation otherwise. 

68. A method as def ined in ctaim 57 wherein said step of deciding to use one of predetermined play modes comprises 
deciding to use one of said at least one imrt-attached play mode if said one of said mode codes associated with 

10 said desired application includes a value indicative of said one of said at least one M-attached play mode, and 
wherein said step of playing said desired application comprises the step of: 

in response to a determination that a meter value associated with said one of said mote 
said desired application in a record identified by said volume ID, said issue number end an application ID of 
is said desired application tn a volume data table has reached a limit value associated with said mode code, dis- 

playing a message informing an cverfimtton a display device of said client instead of executing said application 
play step. 

69. A method as defined in claim 68, wherein sad fimrt value is one of effective date and time, allowable expiration date 
20 and time, a maximum amount of play time, and an allowable access count 

70. A system for playing a ctstributed application package in one of predetermined play modes in concert with a server, 
wherein the application package contains a data set encrypted with an encrypting key (a K-encrypted data set) for 
each of at least one application and volume control data for use in controfting operation of tie system and the 

26 server and the volume control data includes mode codes defining said ptay modes, the system cornphsing: 

means for permitting a user to select one of said at least one application of said volume; 
means for deciding to use one of said predetermined play modes associated with one of said mode codes 
assigned to said selected application; and 
30 means for playing said selected appfi cation in said selected play mode in concert with said server. 

71 . A system as defined in claim 70. wherein each of said mode codes includes one of values for a free play mode, a 
charged play mode and at feast one limit-attached play mode. 

as 72. A system as defined in claim 70, wherein said volume control data further includes a volume ID, an issue number 
and an application ID for each of said applications, and wherein said means lor playing said selected application in 
said selected piay mode at least comprises: 

means for settaig said server for said selected play mode by sending to said server said volume ID, said issue 
40 number, and the application ID and said mode code associated with said selected appScation; and 

application play means for simply playing said specified application 

73. A system as defined in claim 72. wherein said volume control data further includes a user's public key-encrypted 
encrypting key. and wherein said application play means comprises: 

45 

means for reading said user's public key- encrypted encrypting key from said volume; 

means for obtaining a user's secret key which corresponds to said users public key; 

means for decrypting said user's public key -encrypted encrypting key with said user's secret key to obtain said 

encrypting key; and 

so means tor decrypting the K-encrypted data set of said selected application with said obtained encrypting key. 

74. A system as defined in claim 73. wherein means for decrypting said user's pubfic key-encrypted encrypting key and 
said means for decrypting the K-encrypted data set are realized as an integrated circuit 

55 75. A system as defined in claim 72, wherein said application play means comprises 

means for receiving double-encrypted data from said server; 

means for obtaining a user's secret key which corresponds to said user's pub6c key; 
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means for obtaining said encrypting key by decrypting said double-encrypted data with said user's secret key; 
and 

means for decrypting the K-encrypted data set of said selected appBcatton with said obtained encrypting key. 

5 76. A system as defined in claim 75. wherein means for obtaining said encrypting key and said means for decrypting 
the K-encrypted data set are realized as an integrated droit 

77. A system as defined in ctaim 74 or 76, wherein said integrated circuit ts incorporated into said means for obtaining 
a user's secret key. 

10 

78. A system as defined m daim 73, wherein said means for deciding to use one comprises means for deciding to use 
a free play mode and wherein said means for playing said selected appfication further comprises: means, prior to 
said application play means, of: 

is means for receiving data from said server; and 

displaying said data as an expected play time for said selected application. 

79. A system as defined in claim 73, wherein said means for deciding to use one of said predetermined play modes 
comprises means for deciding to use a free ptey mode, and wherein said means for playing said selected appftca- 

20 tfonfun^ comprises: 

means for causing said server to obtain, as a measured piay time.o^<rfaoperatk)nperfodof6aidappiica^ 
play means; 

means for receiving first and second data from said server; and 
25 means for cEsplaying, just after the completion of operation by said application play means, said first and sec- 

ond data as said measured play time and a total amount of play time, data as said measured play time and a 
total amount of play time. 

80. A system as defined in claim 79, wherein said means for causing said server to obtain data of said operation period 
so comprises means for informing said server of the start and the end of operation by said appfication play means to 

utilize a timer of said server. 

81. A system as defined in claim 79, wherein said means for causing said server to obtain data of a operation period 
comprises: 

36 

means for measuring said operation period of said application piay means; and 

means for sending said operation period to said server for uw to a calculation of said total ar^ 

82. A system as defined in claim 72. wherein said means for deciding to use one comprises means for deciding to use 
40 a charged play mode and wherein said means for playing said selected application further comprises: 

means for obtaining and sending a credit card number of said user to said server; 

means responsive to a verification result of said credit card from said server for starting a next process only rf 
said result is positive; and 

45 means lor displaying a charge for play decided based on a measured play time of said application play means 

and a total amount of play charges after operation of said application play means. 

83. A system as defined in daim 82, wherein said means for playing said selected application further comprises: 

so means activated prior to operation of said application play means tor displaying an expected charge and an 

expected total amount of charges and letting the user decide whether to play said selected application. 

84. A system as defined in claim 82, wherein said volume control data of said distr&uted appfication package further 
includes a se/er's public key, and wherein said means tor obtaining and sending a crecft card number of said user 

55 to said server comprises: 

means tor prompting said user to input said credit card number; 
means for receiving a random number from said server; 
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means for obtaining said server's pubic key from said volume; 

means for doubte-encrypti ng said credit card number first with said random number and then with said servers 

public key into a ctouble-encrypted data; 

sending said doubie-encn/pted number to said server; 

5 

85. A system as defined in claim 84, wherein said means for said client obtaining and sending a credit card number of 
said user to said server further comprises: 

means responsive to a positive resuftd random nurnber check from said server for starting a n^ 
10 means responsive to a negative result of said random number check from said server for displaying a message 

indicative of a failure in said random number check and quitting the operation for said selected appfcation. 

86. A system as defined in claim 72, wherein: 

is said means for deciding to use one comprises means for deciding to use a lirnit-attached play mode; and 

said sending to said server includes sending a limit value associated with said mode code, and wherein said 
means for playing said selected application further comprises: 

means operative prior to operation of said application play means for receiving from said server a limit check 
result indicative of whether a limit value associated with said mode code has been reached; and 
20 means responsive to an over limit case of said resuft for starting a next operation. 

87. A system as defined in daim 66, wherein said limit value is one of effective date and time. afiowaWe expiration date 
and time, a maximum amount of play time, and an allowable access count 

2s 8a A system tor controlling through a communication network a client device to play a attributed application package 
in one of predetermined play modes, wherein the application package contains a data set encrypted with an 
encrypting key (a K-encrypted data set) for each of at least one application and volume control data for use in con- 
trolling operation of the system and the client and the volume control data includes a volume D. an issue number, 
an application ID for each of said appG cations, and a mode code for said volume or mode codes for said appfica- 

so tions. the system comprising: 

volume data table for storing, for each volume, said volume ID, said issue number, said mode code for said vol- 
ume, and said application ID and said mode code for each of said applications; 

means for receiving a service request a volume ID, an issue number, an appS cation ID and a mode code and 
35 other data from said client; 

means for storing said received application ID, said received mode code and other data m appropriate fields of 
a record identified by said volume ID and said issue number; 

means responsive to a determination that there is no record identified by said volume ID and said issue number 
in said volume data table for adcfing said record in said volume data table and storing said received application 
40 ID and mode code and said other data in relevant fields of said record; and 

means operative on the basis of said received mode code for decking to subsequently passing the control to 
means for supporting a play mode associated said received mode coda 

89. A system as defined in claim 88, wherein 6aid means for supporting a play mode at least comprises means for sup- 
4S porting application play means, of client tor simply playing an application identified by said received application ID, 

and wherein said means for supporting said application play means of said client comprises: 

first means for associating a given volume ID with a corresponcing erKarypting key; 
second means for associating both a given volume ID and issue number with a corresponding user's public 
bo key; 

means for retrieving an encrypting key associated with said received volume ID from said first means; 
means tor retrieving a user's public key associated with said received volume ID and issue number from said 
second means; 

means for double-encrypting said encrypting key with a pseudo raridom number and said user's public key into 
55 a double encrypted data; and 

sending said cVxfcle-eftcrypted data to said client 

90. A system as defined rn claim 89, furtr^ kindof appfi- 
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cation, wherein said received mode code defines a free play mode, and wherein said means for supporting a play 
mode associated said received mode code comprises: 

means, activated prior to an operation of said means for supporting application play means of said client for 
retrieving an expected play time associated with sod received application ID from said application data t^e; 
and 

means for sending said expected play time to said dient 

91 . A system as defined in claim 89, wherein said received mode code defines a free play mode, and wherein said 
means for supporting a play mode associated said received mode code comprises: 

means for measuring, as a measured play time, a duration of application play: 

means for adding said measured play time to a play time meter associated with said received mode code in 

said volume data table to obtain a total amount of play time; and 

means for sending said measured play time and said total amount of play time to said client. 

92. A system as defined in claim 91, wherein said means for measuring a duration comprises: 

means responsive to a notice of the start of operation by said application play means of sad cfient for starting 
a timer; and 

means responsive to a notice of the end of said operation for stopping said timer. 

93. A system as defined in claim 91, wherein said means for measuring a duration comprises: 

means for receiving a measured duration from said client. 

94. A system as defined in claim 88, wherein said received mode code defines a charged play mode, and wherein said 
means for supporting a play mode associated said received mode code comprises: 

means for receiving a credit card number of said user from said server; 

means, responsive to a determination, from a verification of said credtt card number, that said credit card 
number is not vafid, for informing said client of invalidity and quitting the operation of said means for supporting 
a play mode; 

means, responsive to a determination, Irom said verification of said crecfit card number, that said credit card 
number is valid, for informing said client of a validrty and prooeedtng to a next operation; and 
means for charging said play to said credit card number. 

95. A system as defined in claim 94, wherein said means for supporting a play mode associated sad received mode 
code further comprises: 

means activated prior to operation of said application play means of said client for retrieving an expected 
charge from said application data table by using said received application ID ; 

means for calculating a sum of said expected charge and a value of a charge meter resociated with said 
received volume ID or application ID depending on said received mode code; 

means operative prior to operation of said application play means for sending said expected charge and said 
sum to said client; and 

means responsive to a receipt of a message of quitting for quitting said means for supporting a play mode. 

96. A system 86 defined in claim 94, wherein said means tor receiving a crecfit card number of said user from said 
server comprises: 

means for generating a pseudo random number; 
means for storing said pseudo random number in memory; 
means for transmitting said pseudo random number to said client; 
means for waiting for a double-encrypted data from said client; 
means lor obtaining a servers secret key; 

means for decrypting said double-encrypted number with said server's secret key into a decrypted random 
number and another decrypted data; and 
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means for decrypting said another encrypted data with said transmitted random number to obtain said credit 
card number. 

97. A system as defined in claim 96, wherein said means for obtaining a user's secret key comprises means for reading 
5 said user's secret key from a portable memory of said user. 

98. A system as defined in claim 96, wherein said means for receiving a credit card number of said user from said 
server further comprises: 

10 means responsive to a determination, made prior to said decrypting said another, thai said decrypted random 

number coincides with said pseudo random number which has been stored in said memory for sending an ena- 
ble message to said dient and proceeding to a next operation; and 

means responsive to a determination, made prior to said decrypting said another, that said decrypted random 
number does not coincide with said pseudo random ruirrt>erwtTk*i has been stored 
75 a disable message to said cient and quitting said supporting a play mode. 

99. A system as defined in claim 88. wherein: 

said received mode code def ines a limit-attached play mode; and 
20 means for receiving a service request further receives a Smit value associated with said mode code, and 

wh eretfi said means for supporting a play mode associated said received mode code comprises : 
means for proceeding to a next operation orilyH the value of a software meter associated 
in said volume data table is under said fimrt value; and 

means for sencfing a message informing an over limit to said dent and quitting toe operation of said means for 
£5 supporting a ptay mode associated said received mode code if the value of a software meter associated with 

said mode code in said volume data table is not under said limit value. 

100^ system as defred in daim 99, wherein said limit value is one of effective date and time, afiowabie expiration date 
and time, a maximum amount of ptay time, and an allowable access count 

30 

101. A system as defined in any of claims 54, 73 and 75, wherein said means for obtaining 
means for reading said user's secret key from a portable memory of said user. 

102. A system as defined in claim 28 or 29, wherein said means for obtaining said seaetl^ comprises means for read- 
35 ing said user's secret key from a portable memory of said user. 

103-A method as defined in any of claims 10. 11. 19.21, 22 and 55, wherein said application package is recorded on a 
package media. 

40 104-A method as defined in daim 103, wherein said package media is of a write-once type, and said dient is a system 
enable of playing said package media of said write-once type. 

105. An application package as defined in claim 1. wherein said package mecSa is distributed to a purchaser thereof or 
a subscriber thereof via a transmission media. 

45 

106. A system as defined in any of claims 28, 29, 37, 39, 40, 70 and 88. wherein said application package is recorded 
on a package mecfia. 

107. A system as defined in daim 106. wherein said application package is recorded on a package media of a write- 
so once type 

108-A system as denned in daim 106, wherein at least a part of sab volume control data is recorded, after manufac- 
turing said package media, in an area different from a data area where said at least one application is recorded. 

55 109.A system as defined in daim 108, wherein said dient is a system provided with means for playing said package 
media of said write-once type. 

110~A system as defined in any of claims 28. 29. 37, 39. 40. 70 and 88, wherein said application package is recorded 
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on a DVD and at least a part of said volume control data is recorded, after manufacturing said package media, ina 
BCA (burst cutting area) of the DVD, and wherein said client is a system provided with means for playing said DVD. 

111. A method as defined in anyof daims 10, 11, 19, 21, 22, 43 and 55, wherein the application package has been dis~ 
trtouted to a purchaser thereof or a subscriber via a transmission media and at least a part of said volume control 
data has been added to satd application package after preparing said application package. 

112. A system as defined in any of claims 28, 29.37, 39, 40, 49, 70 and 88. wherein said application pactage has been 
distributed to a purchaser thereof or a subscriber thereof via a transmission mecfa and at least a part of said vol- 
ume control data has been added to said application package after preparing said app&caSon package. 
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